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Microsoft Jet

VBA
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http://www.ipa.go.jp/security/awareness/vendor/programmingv2/contents/502.html
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DECLARE%20@S%20NVARCHAR(4000)SET%20@S=hogehoge EXEC(@S)

DECLARE¥%20@ S¥%20NVARCHAR¥(4000¥ SET¥%20@S¥=h0geh0ge EXEC¥(@S¥)
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SQL

SQL {

( )
DECLARE¥%20@S¥%20NVARCHAR¥(4000¥)SET¥%20@S¥=hogehoge EXEC¥(@S¥)

@ o (@)
—

¥9%20S¥%20¥(4000¥) ¥%20S¥=hogehoge ¥(S¥)

SQL
http://itpro.nikkeibp.co.jp/article/COLUMN/20080514/301660/
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— SELECT * FROM XXX WERE ID=";UPDATE XXX SET ...

SQL MS SOQL
PostgreSQL

MS SQL

MS SQL
— SELECT * FROM XXX WERE ID="UPDATE XXX SET ...

PostgreSQL

Web  http://mww.tokumaru.org/d/20080502.html
http://www.tokumaru.org/d/20080627.html
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SELECT * FROM XXX WHERE A="

- ( )
SELECT * FROM XXX WHERE A=1
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select * from animals whre kind="

;| ' @ declare
union xp_cmdshell @ ...

Copyright © 2008 HASH Consulting Corp.

12



SOL
. SOL

select * from animals whre kind="

;| ' @ declare
union xp_cmdshell @ ...
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my $sth = $db->prepare("SELECT ERRMSG FROM ERRINFO WHERE ERRNO=?");
my $rt = $sth->execute($n);

y ( ?)

2:S0L +

Copyright © 2008 HASH Consulting Corp. 16



SOL  +

Copyright © 2008 HASH Consulting Corp.

17

Vs .o
1 ’.9@#;

»



SOL

Java C#

Perl PHP Ruby VBScript(ASP)
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1ISO

1 "
—

MySQL PostgreSQL ' - " ¥ - ¥¥

PostgreSQL standard_conforming_strings
backslash_quote
« standard_conforming_strings=on ISO
* backslash_quote=off RN 4
Oracle
MS SQL ’ 72
IBM DB2
MySQL ’ 7 ¥ ("
PostgreSQL V4 Yy
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¢
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Oracle:c

2

http://otndnld.oracle.co.jp/document/products/oracle10g/102/doc_cd/server.102/B19201-02/sqgl_elements.htmI#41297
DB2:
()
2

http://publib.boulder.ibm.com/infocenter/db2luw/v9r5/index.jsp?topic=/com.ibm.db2.luw.sql.ref.doc/doc/r0000731.html

MS SQL:
2 1

http://technet.microsoft.com/ja-jp/library/ms179899.aspx
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MySQL

8.1.1.

‘¥’ MySQL

¥0 | ASCI =+
¥ _E—E |FRT (7 ) 205
¥ | CER AN ET
¥b | Moo=,

¥n | {TICF(LF .
¥r | {BIRCHTIIE,

¥t | 25F.

¥Z | ASCI 26 (Control-Z). F0 FEH Cl 2 FRFSMRL T 2300,

¥E | iR A Ty a (I,
¥X | X s, /OO TFER CHESIEIRESEE TR, .
¥ | arF FOFSR CRDIEIRFSE LTSS

£3) £3) £J67

MySQL :: MySQL 5.1 . 8.1.1
http://dev.mysgl.com/doc/refman/5.1/ja/string-syntax.html
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PostgreSQL
4.1.2.1.
SQL
"This Is a string’
¥b
¥r
digits 8
hexdigits 16

KN

¥t

C
¥f

¥xhexdigits

¥¥

¥n
¥digits

http://www.postgresqgl.jp/document/current/html/sql-syntax-lexical. ntml#SQL-SYNTAX-CONSTANTS
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MySQL PostgreSQL ¥

SELECT * FROM XXX WHERE ID="$id"

$id ¥'or 1=1#
¥'or 1=1#
! (¥ )
¥"or 1=1#
SQL

SELECT * FROM XXX WHERE ID="¥" or 1=1#

SOL (¥
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Shift_J

0x95

Ox5c

Ox27

0x95

Ox5c

Ox27

Ox27

0x95

Ox5c¢

Ox27

Ox27

0x95

0x95

Ox5c

Ox27

0x95

Ox5c

Ox5c

Ox27

Ox27

(OX5c 0x27

0x95

Ox5c

Ox5c

Ox27

Ox27

¥l
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f‘:"&)
. Shift_JIS
(]
— Java it Unicode
— Perl5.8 it use utfs;
* PostgreSQL (8.1.4)
. (8.1 7.3 )
CVE-2006-2313
SQL
. ¥ (8.1 7.3 )
CVE-2006-2314 SQL SQL
22 ¥’
backslash_quote
CVE-2006-2314
backslash_quote
http://www.sraoss.co.jp/PostgreSQL/8.1.4/changes.html
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SQL
#
eval {
my $sqgl = "SELECT ERRMSG FROM ERRINFO WHERE ERRNO=". int_check($n);
}
if ($@) {
#
}
#
sub int_check {
my $val = shift;
if (Bval =~ /*-?[0-9]+9%/) {
return $val;
} else {
die " " # $@
}
}
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DBI quote()

— DBD::PgPP

?
3 (P7)
Perl DBI
DB AP

$s =~ s/(?=[¥¥¥)/¥¥/Q; # PostgreSQL APl

return "'$s"';

API
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MySQL

LIKE

%

( )
ESCAPE

— ... LIKE '#%% ESCAPE '# -- #%

MySQL

¥

— ... LIKE ¥%%’ - ¥%

RDBMS
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