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SEHEAICBITABREAZ - RUVKRHEEEOEEREIILTOLEY,. B, BELBYU TE AL, EEETHEINSE®IT. T4ZRBMELDH S THE
EEREV LWV RIS (UTUEZERBELRDHD Z L % 100%FEBEILARW),

(A) sQLADxHia
B/ N\a—> MEEEROHEESE E® MRBEAROHEEERE. TOM)
¢ == LA AIZDBMS EHE HTAITS5—Avt— (i : SQLException.
VT CTor—in @ T Query failed F) N BRENIBEITIS—AEELEHITELET.
HTTP AF—2Za—FH—HL. H2ILRARUAD diff (BH) B LED
2 |TBFF— )L EBFF—anda=a)DHE BEFODHERLBRITES ARFBDRES. Fl—OBRLHELET . RENSHNBRBEDES
X BRERGENE-DBEICL. A—DBREHELET.
Bk
3 |TRFF—(HE)ET BFF— and 1=1 ) OB BRAF—OHERALBRITES
(B) PARYALRPYTT47 (XSS)
B/ 2= MEEEROHUTERE E® MBBEAROHTEERME, Tof)
1| T>"><hr>) I —F RSN hEhE LARVARTF—ITBEXFHIOXFINIRS—TEFZNTICHED
SNAHEMBEHELET .
2 | I'>"><script>alert(document.cookie)</script> | IR—TEENTITHEHEIS Rt
. URLPDT7AILRELT RIS EhA I HEhE [3] £ . http://www.xxxxjp/service/index.html &LVD URL TH-1=1HE.
{script>alert(document.cookie){/script> lindexhtml JDE A ITREXFIEI A—FETITHEALET.
LARCART—DHED URI BT (src, action, background, href,
4 | javascript:alert{document.cookie): href BEFICHIZNS content) %2, JavaScript 31— (location.href, location.replace) F (23
XFHIHNENENLBE. MBEHELET .
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BREICHELY—)ILOHF(burp suite)

r burp suite v1.2.01 | B

burp intruder repeater window help

| target | proxy rspider ra-:anner rintruder rrepeater rsequencer rdecnder rcnmparer rcnmms ralerts |

intercept aptions rhistnry |

proxy listeners

running port loopback only | supportinvisible |  redirect cert edit
L]

8020

To add a new listener, complete the relevant details and click "add™.

local listener port:

[ ]listen on loopback interface only

[ | supportinvisible proxying for non-proxy-aware clients

redirect to host: |

redirect to port:

[ ] use a custom server S5L cerificate (PKCS12)

file

intercept client requests

1]

http://lwww.portswigger.net/suite/
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burp suite®

=% 7 (Intercept)

burp suite v1.2.01

|:.|IEIg

burp intruder repeater window help

rtarget rpro}ty rspider |/5E:almer rintruder rrepeater rsequencer rdecnder rcumparer rcumms raler’[s |

rintercept roptions rhistnr].r |

intercept client requests

intercept if:

interception is currently disabled

update Content-Length

[w] file extension does not match (*gif|*jpgs[*pnod| cssE) edit
[lor request contains parameters

[lor HTTF method does not match (get|post) remaove
[ ]land LRL is in target scope

|and |v| |dnmain name |v| |matches

Bl

intercept server responses

intercept if:

interception is currently disabled

update Content-Length

content type matches texd edit

[ ]|or request was modified

[lor request was intercepted remaove

[ ]land response code does not match A304%

[ ]land LRL is in target scope up
down

|and |v| |dumain name |v| |matches

v ||

| »

1]
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burp Suite ME&E (B9 &)

burp suite v1.2.01

||:||IEI|¢|

burp intruder repeater window help

ftarget rprn}ry rspider |/5|:a|'||'|-':r rintruder rrepeater rsequencer rdecnder rcnmparer rcumms ralerts |

timeouts {seconds)
naormal

read until close

domain name resalution

failed domain name resolution

Rl

| || [~ |

logging

all tools: requests r:@
proXy: requesis V] responses

spider: requests responses
scanner. requests responses
intruder: requests responses
repeater: requests responses

[ ] do www authentication

SEener type username password

1]
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Intercept LFEE/NF—2D A S

burp suite v1.2.01

= | 1

burp intruder

repeater

window help

target | proxy rspider |/5|::anner rintruder rrepeater rsequencer rdecnder rcnmparer rcnmms ralerts |

[ intercept | options | history |

request to hitpfexample jp:80 [192 168 46 1249]

forward drop interceptis on action
params rheaders rhex |

POST request to logindo.asp

type name value
body id sato new
body pwd /lpass1'anda'="a|
body url / [42Fitemlist asp .
cookie ASF’SESSIDNID&A&RDRSA/ JFFPIBFCJHIAQCHMEDKEMCLF -

/ down

salo

nass1anda="3

Il itoamlict ook

body encoding: applicationf-www-form-urlencoded
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