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refresh_pattern -i (/cgi-bin/[¥?)0 0% O
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' 02 $.9etJSON('images.json', null, function(json) {
| 03 var ul = $('<ul>");

| 04 for (var i=0; i<json.length; i++) {

| 05

ul.append('<1i><a href="" + json[i].image.replace('.jpqg"',
i '_big.jpg') + '""><img src="" + json[i].image + '" width="100"></

| a><br><p>"' + json[il.caption + '</p></1i>");
| ne 1

<p>' + json[i].caption + '</p>

10 .
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<html>l
<head><meta http-equiv="Content-Type" content="text/html;charset=UTF-8">.
<script src="js/jquery.js"></script>
<script>/
$(function() {/
$.getJSON('Images.json’, null, function(json) { .
var ul = $('<ul>"); !
for (var i = 0; i < json.length; i++) {/
ul.append(’'<li><a href="" + json[i].image.replace(’.jpg’, '_big.jpg") + ""><img src=""1
""""" + json[i].image + "width="100"> </a><br><p>" + json[i].caption + '</p></li>);¢
F
$('#slideshow").html(ul); |
it [L

il {l
{KSCHDt}\L Ll 1 Ll . mn
<head> . iImage": "img/1.jpg",!
<body>! "Image_big": "img/1_big.jpg",!
<div id="slideshow"></div>{ "caption": "Fv >3 >1"l
</body=>1 Yl
</html>.
[EOF] I

ML THD
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JSON{YERZPHPIZ

<?php!

$image = 'img/1.jpg’;!

$image_big = 'img/1_big.jpg’; !l

$caption ="'+ J>3>1%1

$a = json_encode(array(array('image"” => $image, |
"Image_big" => $image_big, |
"caption” => $caption))); |

header('Content-Type: application/json; charset=utf8');.

echo $a; !

A RSN 5ISON

[{"image" :"img¥/1l.]jpg", "image big":"i
mg¥/1l big.jpg","caption":"¥u30ad¥u30e
3¥Yu30d7¥u30b7¥u30e7¥u30£31"}]
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T—A[ZJavaScriptZ AN TH5

$image = 'img/1.jpg’; !
$image_big = ''mg/1_big.jpg’;/
$caption = ' S>3 > 1<script>alert(1)</script>':l
$a = json_encode(array(array('image" => $image, |
"Image_big" => $image_big, !
"caption” => $caption)));!
header('Content-Type: application/json; charset=utf8');.
echo $a;/

A RSN 5ISON

[{"image" :"img¥/1l.]jpg", "image big":"i
mg¥/1l big.jpg","caption":"¥u30ad¥u30e
3¥u30d7¥u30b7¥u30e7¥u30£f31<script>ale
rt(l)<¥/script>"}]
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Ok
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JSONfEFRZeval TO-TH B

<html>l
<head><meta http-equiv="Content-Type" content="text/html;charset=UTF-8">.
<script src="js/jauery.js"></script>-
<script>
$(function() {|
$.get(json2.php’, null, function(text) {.
var json = eval(text); |// Z=5| & U TasdnA A Teval 3 21
var ul = $('<ul>"); .
for (vari = 0; i < json.length; i++) {/
ul.append('<li><a href="" + json[i].image.replace('.jpg’, '_big.jpg") + ""><img src=""1
+ json[i].image + "width="100"></a><br><p>"' + j50Hfi'julugéﬁfioﬂ + '</p></li="); )
H
$('#slideshow).html(ul); |
it
it
</script>.
<head>l
<body=>l
<div id="slideshow"></div>|
</body>l
</html=
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JSONYERLEH EEIT

<?php

$image = 'img/l.jpg’';
$image big = 'img/l1l big.]jpg';

$caption = 'F¥TI3r2';

$a = '[{"image":"' . S$image . '","image big":"' .
$image big . '","caption":"' . Scaption . '"}]1';

echo $a;

£ RSN SHISON

[{"image":"img/1l.jpg", "image big":"img/1l b
ig.jpg", "caption":"F¥Tar2 "}]
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<?php

$image = 'img/l.jpg’';
$image big = 'img/l1l big.]jpg';

$caption = 'F¥TLal2x"+alert("1")+"';

$a = '[{"image":"' . S$image . '","image big":"'
$image big . '","caption":"' . Scaption . '"}]1';

echo $a;

H St HISON

[{"image":"img/1l.jpg", "image big":
"img/1l big.]jpg","caption":
"$¥jé/a~/2x"+alert ( 1A 1 1A ) +" 1A } ]
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/1]

<?php/

$image = ''mg/1.jpg’; |

$image_big = 'i/mg/1_big.jpg’; |

$caption = '+ > 3> 1<body onload=alert(1)>";.

$a = json_encode(array(array('image” => $image, |
"Image_big" => $image_big, |
"caption" => $caption))); .

header('Content-Type: application/json; charset=utf8");.
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/ © example jo/json.php \ Sl 9 http://example.jp/json.php =B S|
< C #  © example.jp/ison.php % @ @ a, | 4| » || + |@ nhttp://example.jp/ison.php & | | Q- Google | (A~ $&~
e [0 ## FwFL  Yahoo! Japan Google Yw  YouTube »
[{"image”: " img¥/1. jpg”. image_big :" img¥/ [{"image":"img\/1.3pg", "image big":"img\/1_big.Jpg", "captic
1 bi £, J DE” ! ”CElDt im-]” . ”¥u303d¥u3083¥u30d?¥ n":™vu30ad\vu30e3d\u30dT\vu30bT\u30eT\u30f31l<body
u30b7¥u30e7¥u30f31<body eRieaaTaiest (B>

onload=alert(11>"1}]

) v '
[Thireox =Es) | [ o) ===

| http://example.jp/json.php I + l - [""EEEIW—EJ 1 <+ )
NI e - oo O 1.l Ir EYDLO- K
ff | Sample.] |@ C |- :P| LAl £E0:  json.php (125 )04 1)
Y30ad¥u30e3¥u30d7¥u3ib?¥u30e?¥u30f 31<body onload=alert (1157 A7 PHP I7 AL
AO—Fm: examplejp
BH<FE: RoFiuig—i3w. -

[ ERZEDZESET. KEHSOF A POTEERUEL.

o< || o ®E || Fextu |[ AT |

r m | »

x FoxyProxy: B0 @ || B & 5 6O | | - O
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2011-01-06: IEB&EWVWS T B & B4 2 CRhEVVEIEL.
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FIRITRE 42 T, Internet ExplorerdEEE T . [EFSFEUMED., Content-Type B TRAL I TVYORERES
sniff T3 ETIFAIIATERELTWARES, BIRI 7 AILDOCTFA I 7 AILEHTMLEHELTULEW, 202X
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HTMLIRWLTULED CEFALTZSIC, BMCOTVRERLTVRESICE. £C<H5W3IFYDL AR
AW AT t-Content-Type-Options: nosniff BISTI3LDCLFELLD. D2 &6, IEBEETEFHTMLEADED

AHTMUBWS N TXSSHRAET S, VST EFR<RNET L, chefd5d 3o & cL3EWeR

e [EIEDTT Content-Type ZIH = LIEBESICIEL THEILIT TR RENS
o LARVZAYSDDTEG, B2 ERIFLARSAOUA AT L3

<BWTTY, BIEZEEEBEEREContent-TypeEH TS EWLDIKRABH LLOT, WebF7 U4 —o 3 AR
{EFTAET., BEICODWVWTEIEATEDNIZ) - MR THEBELTIESEL,

X-Content-Type-Options: nosniff #{#> TULRUVSSICIRCDEBAXSSOE T UAE LTI, U— ) I TIEPDFEERIIC
Ep(HBIVNEI—MS Ty TO— FalgE) &> TUEAY, #EE0Windows(Z(EPDF readerht+ > X F—JLENTLVE
LD T Content-Type: application/pdf (ZFHMTHD, HTMLEHFEZNTXSS i"F4E, REMEZSNET.

Fd. ERAZFIETZEVDDEFE2ELODBERTIN—

https://twitter.com/#!/kazuho/status/22828878628126720
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B [SECURITY] X-Content-Type-Options: nosniff DOV DEIEREVNDIC! Bl 500 users [y mnsats |Akn
,..'i“-!-ﬁ:'i e-ﬁvz,

L

2011-01-06: IEB&EWVWS T B & B4 2 CRhEVVEIEL.

f:c\ Kazuho Oku

2 200 kazuho

(IEA3) 32X iz | / X-Content-Type-
Options: nosniff 27>72 DI FE I ANDIT!
- 53X H 2 http://htn.to/whSXLN

o002 BRe

2011F1H86H - 10:36 Hatenah & - @y A/ —hEH 1R 3B AT
4\5@15 ¥ v+ tarmx:,\w 5455

EE.EE(@%’;H[?.CL b‘:b‘b?ujlj hflﬁ“]t:’a‘:: Tm?‘r_b‘* HE‘E%H)WlndnwstL[;PDF readerb‘*-r’g,?\l‘“ JLEJI’ITH?E
LT Content-Type: application/pdf (2RI T&H D, HTMLEHITEZFTXSS I"FLE, RREMEZSNET.

Fo, FAMAZTRHIELCEVWDDEFF2EDRERTINR =
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X-Content-Type-Options: nosniff Z AN T#H 3

<?php!l
$image = 'img/1.jpg’; !
$image_big = 'img/1_big.jpg’; L
$caption = '+ S>3 > 1<body onload=alert(1)>";1
$a = json_encode(array(array('image"” => $image, !

"Image_big" => $image_big, !

"caption" => $caption))); |
header('Content-Type: application/json; charset=utf8');!
header('X-Content-Type-Options: nosniff'); |
echo $a;/

A RSN 5HISON

X-Content-Type-Options: nosniff
Content-Length: 125
Content-Type: application/json; charset=utf8

[{"image":"img¥/1l.jpg", "image big":"img¥/1l b
1g.3pg", "caption":"¥u30ad¥u30e3¥u30d7¥u30b7¥

u30e/7¥u30f31<body onload=alert (1)>"}]
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IEQT= LOK(IESLLLE)

Hi

example.jp 'S a.html (125 /0 ) ZE <0 FEREFEFLEZT

Ar1IAERE<(0) #FF(5) |~ F AL(C)
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IE7T=&1=8

g"" http:f fexample.jpfjson.phpfa.html - Windows Internet Explorer

% * |& http/fexample jpfizonphplahtml w |El |E| Live Search |P

"iﬁ 4hr [g http:/fexample.jp/zonphp/ahtml ]_l ﬁ' - @ ~ @*"3‘—‘}" B - @‘P‘—JL{Q} -7

B image” " img¥/1 ipe” “image big” " img¥/1 higipg” " caption” ¥ud0ad¥ L2303 ¥u30d T ¥ U007
¥UI0eT¥u30fM1

Windows Internet Explorer |§|

A—UNETENZLE @ Ak s v
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ﬂ Kazuho Oku

© kazuho

LR
(IE2Y) ZERITV DIz !/ X-Content-Type-
Options: nosniff 27372\ K> IFEFATVMND(Z!
- Z 5|3 H&C http://htn.to/whSXLN

2011E1H86H - 10:36 Hatenah'» - Oy - —b &t AR 3B ENATS
& 5z N Vv WHERIIAVES
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SIS
» WARNKR(ETIVTHE)

— LRARUZADNTSoHF 2k YUtext/htmlIEEIRENENESIZT S
X-Content-Type-Options: nosniff
Content-Type: application/json; charset=utf8

« |[E6, 7%
— IE7TL HIZ Y AR—RL7ELY
~ 720N DEEVIIRANZ (T
~ I . T> 1 EBTRT—TF B

Copyright © 2012 HASH Consulting Corp.

51



Json encode® /N5 A—4% BN

<?phpl
$image = 'img/1.jpg’; !
$image_big = 'img/1_big.jpg’;
$caption = '+ > 3> 1<body onload=alert(1)>";
$a = json_encode(array(array('image" => $image, |
"Image_big" => $image_big, !
"caption” => $caption)), |
JSON_HEX_TAG | JSON_HEX_APQOS | JSON_HEX_QUOT); |
header('Content-Type: application/json; charset=utf8');.
header('X-Content-Type-Options: nosniff'); |
echo $a;!

£ S HISON

[{"image":"img¥/1l.jpg", "image big":"img¥/1 bi
g.Jpg","caption":"¥u30ad¥u30e3¥u30d7¥u30b/7¥u3
0e7¥u30f31¥u003Cbody onload=alert (1) ¥uOO03E"}]
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SEIIRLX

,l_"f; http:f fexample jpfijson.phpfa.himl — Windows Internet Explorer |__||E|§|
@.; ¥y~ £ | http:/Fexample.jp/jzonphpsfahtml ||+ || X 2=

S - 2 1 i »
r dhr IE http: Fexample.jpjsonphpfaktml l ‘ ﬁ - B iy - sk AP - L) -

[ image” “img¥/1 jpg” “image hig”img¥/1 higipg” “caption” " ¥u30ad¥ul0e3 ¥ Lu30d 7¥ 03007
¥ud0eTY¥ud0fR1 ¥ u003C hady onload=alert{13¥u003E"H

| -onETEnELE @ 1 h—Fwh 1008 -
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Firefox37xE TR, MEDIETETS
DY TIEIHEKEINTLNVS
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JSONNLT vy &l
JSONZE S A M SscriptER T HT

FIRAEDI oYX, EROCookiehEESNSD T,
HE T ANDIKAETISONAENE TES

HALDDFET, COISOND FIRZFFRT D HMISON/NA
vy

NIXEYAE

<script>

CZIZISONZ A H T i TZES
/I scriptZ3% Tt LT1=JSON

[{"name":"Yamada", "malil":;"yama@example.jp"}]
</script>
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TR T(E)

O 0~ O BN

e T e
b M= O

<body onload="alert(x)" >
B~
<script>l
varx = "";/
Object.prototype. defineSetter  ("image”, function(v) {/
X +='"image ="+ v+ "¥n";l
i
Object.prototype. defineSetter  ("caption”, function(v) {!
X += 'caption ="+ v + "¥n"; .
it
</script>l
<script src="http://example.jp/json.php"></script>.l

</body>l
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@ Mozilla Firefox

===

J7TILE) RWEE) FER(V) BE(S) Twov—4B) Y—ILI) ~LT(H) i
@ + [ | ] |http://evil.com/isonhijack.html 7 | @ X |[Gl-|Google Pl iy
Etr-t
http://evil.com DR—THS: =]
J§. image = img/1.jpg
=2 caption = FrF a1
Ok

evil.com PEF—4ZEELTVET ... —
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Firefox11.01=&ERELL

Firefox =

|(_, http://evil.com /jsonhijack.html Iﬂ -

It’ i 1 evil.com/jsonhijack.html WV | & | x | |":" Google P| | L | | n"| | Lol '|

example.jp HaF7—FEEELTVET ...
x FoxyProxy: B3 G
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AndroidDIZET SOY TINA vy IR

|I|I = 5:08 pm

| @ http://1 F. KELE/js... O | X

The page at 'http://®
Xperia ARC(S0O-01C)
image = |mg/'] Jpg Android 2.3.4 T+ F v

caption=F+T7 3 1

Galaxy Nexus
Android 4.0.3TIZEETET
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X 2R
o SCptEENLDYITAMIEZL AR RZFIREALNESIC
ERG

— XMLHttpRequestM 5D I T RN RNEAVTEANTEE.
JSONIRHAITF VI I 5% E
JqueryQ UL T DAYEZFH>THRULVDD
X-Requested-With: XMLHttpRequest

— POSTIZO A& (EIABIZIEFHAEEA)

e JSONT—%4% . JavaScriptt L TETTELLEIZT S
— 1178IZ for(y) ; ZESBEANBIIZIEFHAEEA)
— JSONT—%%JavaScriptt L TETTELEWWEIZT S (FE L)

e JSON/NA Ty Ia[EEL T oY E{FEHLLLN(FIAEZERITE
NAHXE)
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i)
HTML5MDEEREM BEY EMN S, HTMLAD AjaxDEFT
AWM EF=YRIZIE>TLVEL

DM OTNBANETNOTHWLWAD ZIBIEAEA TLNS?
EX3TNIERLD, KKERZ KD
CSRFEFEHSD—IZRAETHD T, SDO—IIxKIT S

au
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SR A—FBRERYIISSLTES
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e
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sRH—-FEZ TEWTEDEY., IRfE. FHEEdTY.,

EfEEhE CESOARSCSVWTALECESENLA—FCDWVWTE. #t. =iEh—
FOEESESEEEREVERETNEEFECET.

GREES#AAMeDmiIE BULASHOITEZIT>IHESE. MoBEREOLTFEEE DicthOHEET

’ hETWEEZ{agEsf cZnET.
FIF#RH
T E— COiTtE. CEFEESMNILTEDELBSEURLLEITFET,

BE. COFCOTFELTFTHERETEE 2 TCRSEMAAITETVERESE
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BEEERLELER?
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YE>TH 1=

// FL—FFBh—FDidEFHA—F—DidM/INTA—4
$item id = (int)$ GET['item id'];
$newowner = (int)$ GET['newowner'];
// H—FIEHREIE
Sstmt = $pdo->query (
"SELECT * FROM cards WHERE item id=$item id");
$row = $stmt->fetch (PDO: :FETCH ASSOC) ;
$kind = S$row['kind'];
sowner id = $row['owner id'];

// FL—F&RDD—FZEER

$stmt = $pdo->exec ("INSERT INTO cards VALUES (NULL, $kind,".

"$newowner, $item id, Sowner id, NOW())");

// TTDH—FZHIER
Sstmt = $pdo->exec(
"DELETE FROM cards WHERE item id= $item id ");

MKTERI)TMEITLU—RRILFEHpAEFEL>TULVET!
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DEMO
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A TIX I 7%5 o7

B %] JOT XA J2TX+B DB
0
1|SELECT * FROM cards *-- 52 (1 |- |-
2 SELECT * FROM cards --
3/INSERT INTO cards *-- 22 1 = |-
53 |2 |52
52 (1 |- |-
4 INSERT INTO cards --- 53 |2 |52
54 |3 |52
5/ DELETE FROM cards *-- 53 |2 |59
6 DELETE FROM cards -+ 54 |3 |52
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xf 2R
FSUY O EFES
— PDOMiHZ AL, begeinTransaction ~ commit / rollback® f]
Oy (BEfth il 1#)
— SELECT ... FOR UPDATE %&&
FEEDWEAHIBE

— ;ST LI EESEIT TR IS NS E NS
BZIZIIDBKTE LU E—FIZI&E

[9)T4hILEoaVIITEFRE

~ ZDARY)TrDZE AL, SELECT ~ DELETE FROMETIXOYT
AHAIILEo30THY., B—H—FIDIZDWNTIZIMEITEIEL TIELY
[F770

Lo AERDBZEEREMNLMRL K

Sy
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try {

Spdo->beginTransaction () ;
$item id = (int)$ GET['item id'];
Sstmt = $pdo->query (
"SELECT * FROM cards WHERE item_id=$item_id FOR UPDATE") ;
$row = $stmt->fetch (PDO: :FETCH ASSOC) ;
if (! $row) throw new DataNotFoundException () ;
$kind = $row['kind'];
$owner id = $row['owner id'];
$stmt = $pdo->exec ("INSERT INTO cards VALUES (NULL, $kind,".
"$newowner, Sitem id, Sowner id, NOW())");
Sstmt = $pdo->exec(
"DELETE FROM cards WHERE item id=S$item id");
Spdo->commit () ;
} catch (DataNotFoundException $e) ({
Spdo->rollback() ;
} catch (Exception S$Se) {
/] ...

X ERRIIEMETHYTERI)ITMEITL—ARILF Eb oA EFEL>TLVET!
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=l ] = ke YA

iS37 ) TRXRA )JTXB DB
0 52 -
1|beginTransaction
2 beginTransaction
3|SELECT * FROM cards -
4 SELECT * FROM cards ---

fTO 2 XY 5 IARE 59 _

92|/INSERT INTO cards --- 52 52
6/ DELETE FROM cards --- 53 59

commit

O« 7B ENSELECTHO AT
cNaAH. o~ |

rollback
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NoSQL

Memcached
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