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OWASP Top 10 2004

Al: Unvalidated Input

A2: Broken Access Control

A3:. Broken Authentication and Session Management
A4: Cross Site Scripting

A5: Buffer Overflow

AG6: Injection Flaws

A7: Improper Error Handling

A8: Insecure Storage
A9: Application Denial of Service
A10: Insecure Configuration Management

https://www.owasp.org/index.php/Top_10 2004 S8
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CWE-20: Improper Input Validation

Improper Input Validation

Weakness ID: 20 (weakness Class)
¥ Description

Status: Usable

Description Summary

The product does not validate or incorrectly validates input that can affect the control flow or
data flow of a program.

Extended Description

When software does not validate input properly, an attacker is able to craft the input in a form
that is not expected by the rest of the application. This will lead to parts of the system

receiving unintended input, which may result in altered control flow, arbitrary control of a
resource, or arbitrary code execution.
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OWASP Top 10 2007

Cross Site Scripting (XSS)

Injection Flaws

Malicious File Execution

Insecure Direct Object Reference

Cross Site Request Forgery (CSRF)

Information Leakage and Improper Error Handling
Broken Authentication and Session Management
Insecure Cryptographic Storage

Insecure Communicatior Validation

A10: Failure to Restrict UREACcess;H Z TLVAD

https://www.owasp.org/index.php/Top_10 2007 &
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OWASP Top 10 2010

Al: Injection
A2: Cross-Site Scripting (XSS)
A3:. Broken Authentication and Session Management
A4: Insecure Direct Object References
A5: Cross-Site Request Forgery (CSRF)
A6: Security Misconfiguration _ _
A7: Insecure Cryptographic Storage )/?Ildatlon
. . YAV
A8: Failure to Restrict URL Access

A9: Insufficient Transport Layer Protection

A10: Unvalidated Redirects and Forwards

https://www.owasp.org/index.php/Top_10 2010 S8
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CWE-20DfEZxFHL L.

¥ Terminology Notes

The "input validation” term is extremely common, but it is used in many different ways. In some
cases its usage can obscure the real underlying weakness or otherwise hide chaining and composite
relationships.

Some people use "input validation" as a general term that covers many different neutralization
techniques for ensuring that input is appropriate, such as filtering, canonicalization, and escaping.
Others use the term in a more narrow context to simply mean "checking if an input conforms to

expectations without changing it."
P 9ing http://cwe.mitre.org/data/definitions/20.html &Y 5|
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