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http://www.f5networks.co.jp/solution/topics/pcidss/waf.html

6.6 Ensure that all web-facing applications are protected against known
attacks by applying either of the following methods:

« Having all custom application code reviewed for common
vulnerabilities by an organization that specializes in application security
* Installing an application layer firewall in front of web-facing
applications.

Note: This method is considered a best practice until June 30, 2008, after

which it becomes a requirement.
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JavaScript SQL WAF
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2:DECLARE% ARCHAR(4000): SE] %2

0@S=CAST(0x440045004300...7200%20AS%20NV
ARCHAR(4000));EXEC(@S);--

-http://blogs.technet.com/neilcar/archive/2008/03/15/anatomy-of-a-sql-injection-incident-part-2-meat.aspx
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